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DETAILED ACTION 

1. This action is responsive to communication: amendment filed 14 November 
2005, with original application filed 1 1 December 2000. 

2. Claims 1-30 are currently pending in this application. Claims 1, 9, 14, 20, 25, 27, 
and 29 are independent claims. . 

Response to Arguments 

3. Applicant's arguments with respect to claims 1-30 have been considered but are 
moot due to new grounds of rejection. 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject matter 
sought to be patented and the prior art are such that the subject matter as a whole would have 
been obvious at the time the invention was made to a person having ordinary skill in the art to 
which said subject matter pertains. Patentability shall not be negatived by the manner in which 
the invention was made. 

5. Claims 1-30 are rejected under 35 U.S.C. 103(a) as being unpatentable over Li 
U.S. Patent No. 6,606,706 (hereinafter 706) in further view of OSPF version 2, RFC 
2328, published 1998 (hereinafter OSPF). 

As to independent claim 1, "A method of transmitting routing information 
comprising: sending a first message" is taught in 706 col. 3, lines 64-67; 

"and a digest of routing information" is shown in 706 col. 10, lines 6-13; 
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"that has been calculated using a first authentication key" is disclosed in 
706 col. 11. lines 27-33; 

"and subsequently sending a second message" and "that is earlier in a 
sequence than the first sequence identifier and a digest of the routing information 
that has been calculated using a second authentication key" is taught in 706 col. 
11, lines 52-67; 

"wherein the second sequence identifier is sequentially related to the first 
sequence identifier" is disclosed in 706 col. 12, lines 8-16 (Note the second message 
is interpreted to be have the same meaning as 'multicast announcement'). 



following is not taught in '706 ^^containing a first sequence identifier" and "containing a 
second sequence identifier" however OSPF teaches in 12.1.6. "LS sequence number 
The sequence number field is a signed 32-bit integer. It is used to detect old and dupUcate 
LSAs" on page 120 (Note The receiver then need only check this sequence number to determine 
whether or not the received packed is a retransmission. The sequence number is used in Li when 
the security broker keeps transmitting the request until it receives replies from all security 
domain border routers col. 12, lines 8-16.) 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the teachings of 706 a security system with border routers to utilize 
sequence numbers when transmitting messages. One in the art would have been 
motivated to perform such a modification when using routing protocols such as OSPF 
(see 706 col. 3, lines 64-67) "In one embodiment of the present invention, security 
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domains are defined in accordance with routing domains defined by any one of a 
number of well known routing protocols such as OSPF". 

As to dependent claim 2, "wherein each authentication l<ey has a specified 
lifetime and the lifetime of the second key expires prior to the lifetime of the first 
key" is disclosed in 706 col. 1 1 , lines 49-64. 

As to dependent claim 3, "wherein the first key is valid only following an 
authentication key rollover and the second key was valid at a time prior to the 
authentication key rollover" is taught in 706 col. 1 1 lines 49-64. 

As to dependent claim 4, "determining whether neighboring routers have 
successfully performed the authentication key rollover and sending both the first 
and second messages only If it is determined that at least one neighboring router 
has not yet successfully performed the authentication key rollover" is shown in 
706 col. 12, lines 7-16. 

As to dependent claim 5, "including sending only the first message if the 
first message forms part of a routing information advertisement that is the first 
such advertisement transmitted by the router after the authentication key 
rollover" is disclosed in 706 col. 12, lines 7-16. 

As to dependent claim 6, "including sending only the first message if it is 
determined that all neighboring routers have successfully performed the 
authentication key rollover" is taught in 706 col. 12, lines 26-28. 

As to dependent claim 7, "including: receiving the first and second 
messages in a particular neighboring router; and processing, in the particular 
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neighboring router, only the digest contained in the first message" is shown in 
706 col. 10, lines 53 through col. 11, line 27. 

As to dependent claim 8, "wherein the first sequence identifier comprises a 
number greater than the second sequence number" is disclosed in 706 col. 13, 
lines 25-57. 

As to independent claim 9, this claim is directed to a router of the method of 
claim 1 and is rejected along the same rationale. 

As to dependent claims 10, 11, 12, and 13, these claims are substantially 
similar to dependent claims 6, 3, 5, 8; therefore they are rejected along the same 
rationale. 

As to independent claim 14, "A computer system comprising: a plurality of 
computer networks; a first router interconnecting at least some of the computer 
networks; and neighboring routers coupled to the first router wherein the first 
router is configured for periodically sending respective first and second 
messages to one or more of the neighboring routers" is taught in 706 
col, 3, lines 64-67 (Note the OSPF protocol designates that LSA messages are sent 
periodically to update routing information); 

"and for sending the first message prior to the second message" and "a 
digest of routing information that has been calculated using a first authentication 
key" is disclosed in 706 col. 1 1 , lines 27-33; 
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"wherein the first message contains a first sequence identifier" and "and 
wherein the second message contains a second sequence identifier" is shown in 
OSPF page 120; 

"that is earlier in a sequence than the first sequence identifier and a digest 
of the routing information that has been calculated using a second authentication 
key" is taught in 706 col. 1 1 , lines 52-67. 

As to dependent claims 15, 16, 17, 18, and 19; these claims are substantially 
similar to dependent claims 4, 5, 6, 7, and 8; therefore they are rejected along the same 
rationale. 

As to independent claim 20, this claim is directed to a computer-readable 
medium of the method of claim 1 and is rejected along the same rationale. 

As to dependent claims 21-24; these claims are substantially similar to 
dependent claims 2-8; therefore they are rejected along the same rationale. 

As to independent claim 25, "A method for use in connection with a 
router comprising: receiving in the router a first message" is taught in 706 col. 3, 
lines 64-67; 

"and a digest of routing information" is shown in 706 col. 10, lines 6-13; 

"that has been calculated using a first authentication key" is disclosed in 
706 col. 11, lines 27-33; 

"containing a first sequence identifier" and "subsequently receiving in the 
router a second message containing a second sequence identifier" is taught in 
OSPF on page 120; 
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"that is earlier in a sequence than the first sequence identifier and a digest 
of the routing information that has been calculated using a second authentication 
key" is taught in 706 col. 11, lines 52-67; 

"and processing the first message using the first authentication key and 
discarding the second message without processing routing information 
contained therein if the router has successfully performed an authentication key 
rollover from the second key to the first key" is shown in 706 col. 1 1 , lines 21 -25 
and 706 col. 12, lines 7-16; 

"wherein the second sequence identifier is sequentially related to the first 
sequence identifier" is disclosed in 706 col. 12, lines 8-16. 

As to dependent claim 26, "including processing the second message 
using the second key only if the router has not successfully performed the 
authentication key rollover" is disclosed in "706 col. 12, lines 8-16. 

As to independent claim 27, this claim is directed to a router of the method of 
claim 25 and is rejected along the same rationale. 

As to dependent claims 28, this claim is substantially similar to dependent 
claim 26 and is rejected along the same rationale. 

As to independent claim 29, this claim is directed to a computer-readable 
medium of the method of claim 25 and is rejected along the same rationale. 

As to dependent claims 30, this claim is substantially similar to dependent 
claim 26 and is rejected along the same rationale. 



Application/Control Number: 09/734,834 Page 8 

Art Unit: 2134 

Conclusion 

6. The following prior art has been considered but not utilized in this Office Action 
Hardjono U.S. Patent No. 6.,301 ,662 Issued Oct 9, 2001 



7. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Ellen C Tran whose telephone number is 
(571) 272-3842. The examiner can normally be reached from 6:00 am to 2:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on (571) 272-3799. The fax phone number for the 
organization where this application or proceeding is assigned is (571) 273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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